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Abstract: 

 Remote data integrity examination is of crucial importance in secure computing storage. It can make the clients verify whether 

their outsourced informat ion is kept whole  without downloading the whole data. In  some application scenarios, the clients have to 

store their data on mult i-secure computing Servers. At the same time, the integrity checking protocol must be capable in order to 

save the verifier’s cost. From the two  points, we recommend an  isolated data integrity checking model, namely E-IBE (Enhanced 

Identity Based Encryption), including two schemes. The basic plan (IBE) eliminates the correlation among data  and thus provides 

the perfect resilience to data security, and it  is also proficient in terms  of latency, computation, and communicat ion overhead due 

to an efficient cryptographic primitive called batch signature, which supports the validation of any number of data simultaneously. 

We also present a superior scheme IBE, which combines the basic scheme with a data filtering mechanism to allev iate the DoS 

impact while preserving the perfect resilience to data security. 
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I .INTRODUCTION 

 

Secure data management in cloud computing providing an 

efficient mult i-receiver IBE scheme that only requires “one” 

(or “none” if precomputed) pairing computation to encrypt a 

single message for multip le receivers. We provide formal 

security notions for multi-receiver IBE schemes based on the 

“selective identity attack” model in which an attacker outputs 

ahead of time the identities of multiple receivers that it wishes 

to challenge [8, 4]. We then prove that our schemes are secure 

against chosen plaintext  attack (CPA) and adaptive cipher text  

attack (“CCA2 [5]”) in the random oracle model [6] assuming 

the standard assumptions related to the Bilinear Diffie-

Hellman problems [7] are computationally  hard. Finally, we 

show how our schemes lead  to very efficient public key 

broadcast encryption schemes based on the “subset-cover” 

framework [11]. As an independent interest, we discuss how 

the selective identity attack model p lays an important role in 

obtaining an efficient reduction in the security analysis of our 

efficient multi-receiver IBE schemes 

 

II PROBLEM DES CRIPTION 

 

With relinquish trends in cloud, Data integrity is one of the 

critical issue, as there is lack of identity privacy, where the 

users are unacquainted with the auditor of the data, over 

geographically scattered data centers. This features of cloud 

computing evolved various concerns associated to user’s 

identity, data integrity and users availability. Ultimately this 

influences to put forward an enhanced model in order to audit 

the data integrity and keeping the identity seclusion with 

efficient user revocation while sharing. 

 

III  LITERATURE REVIEW 

 

 In this work [1] Y. Amir as proposed Group key agreement is 

a fundamental building block for secure peer group 

communicat ion systems. Several group key management 

techniques were pred ictable in the last decade, all assuming 

the survival of an underly ing group communication 

infrastructure to provide dependable and ordered message 

delivery as well as group membership informat ion. Despite 

analysis, implementation, and utilizat ion of some of these 

techniques, the actual costs allied with  group key management 

have been poorly understood so far. This resulted in an 

uninvited tendency: on the one hand, adopting suboptimal 

precautions for consistent group communication, while, on the 

other hand, constructing excessively precious group key 

management protocols. This work presents a thorough 

performance appraisal of five notable circulated key 

management techniques (for collaborative peer groups) built-

in with a reliable group communication system. An in-depth 

comparison and assessment of the five techniques is 

obtainable based on investigational results obtained in actual 

local- and wide-area networks. The extensive concert 

measurement experiments conducted for all methods offer 

insights into their scalability and practicality. Furthermore, 

their analysis of the experimental results places of interest 

several observations that are not evident from the theoretical 

analysis.  In this work[2] D. Augot, R. Bhaskar as   projected 

A Group Key Agreement (GKA) etiquette is a mechanism to 

launch a cryptographic key for a group of participants, based 

on each one’s contribution, over a public network. The key, 

thus derived, can be used to establish a secure channel 

between the participants. When the group concerto changes 

(or otherwise), one can utilize  supplementary GKA protocols 

to obtain a new key. Thus, they are well-matched to the key 

establishment needs of self-motivated peer-to-peer networks 

as in ad hoc networks. While many of the future GKA 

protocols are too luxurious to be employed by the inhibited 

devices often present in ad hoc networks, others lack a formal 

security analysis. In this work they present a simple, sheltered 

and capable GKA protocol well suited to active ad hoc 

networks. They also present results of our accomplishment of 

the protocol in a prototype application. Storage outsourcing is 

a rising trend which prompts a number of interesting security 

issues, many of which have been broadly investigated in the 

past. However, Provable Data Possession (PDP) is a topic that 

has only recently appeared in  the research literature. The main 

issue is how to recurrently, proficiently and strongly verify 
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that storage Data Server is authentically storing its client’s 

(potentially very large) outsourced data. The storage Data 

Server is tacit to be untrusted in terms of both security and 

reliability. (In other words, it might spitefully or accidentally 

erase hosted data; it might also transfer it to slow or off-line 

storage.) The problem is exacerbated by the client being a 

small computing device with insulting resources. Prio r work 

has addressed this problem using either public key 

cryptography or requiring the client to indenture out its data in 

encrypted form. In th is work [3] A. Beimel and B. Chor as    

projected Social Network Services (OSNs) are today one of 

the most popular interactive medium for communicat ion, 

sharing, and disseminating a significant amount of human 

subsistence information. It involves swap of several types of 

content, including free text, picture, audio, and video data. 

However, OSNs features a large number of attacks that affects 

the privacy and security of users. So, a new community 

network is considered for enabling privacy security for the 

OSN users by offering them to open and constructive network. 

Here, the author uses a group key agreement problem where a 

user is only aware of his neighbours while the connectivity 

graph is random. Key agreement is a method that allows two 

or more parties to firmly share a secret key. In th is work [4] R. 

Blom, proposed there is an ever-growing need fo r “trusted” 

devices, and as a result, assurances from technology for fiddle 

resistance and read-proofing of secrets stored in such devices. 

They converse a simple security policy - decrypt only when 

obligatory (DOW N) - and its inference on the security of 

secrets stored in trusted computers. The DOW N policy used in 

combination with the budding paradigm of physical un-

clonable functions (PUF) can be a hopeful approach for 

recognition of trusted computers. A simple security policy, 

DOWN, can considerably improve the ability of trusted 

computers to protect their secrets . The emerging parad igm of 

physical un-clonable functions (PUF) [3], used in concurrence 

with the DOWN policy, can further improve trustworthiness 

of computers. The need for the DOWN policy stems out of the 

awareness that while it  may be ab le to p rotect the secrets 

stored in trusted computers when the computer is in-use, and 

when the computer is at-rest, the most susceptible period is 

perhaps the transition period – when the computer goes from 

in-use to rest state. The DOWN policy seeks to avoid 

unambiguous transitions. In this work [5] D. Boneh and M. K. 

Franklin has proposed that Data storage is now an important 

development inclination in information technology. However, 

informat ion security has become an important problem to 

hamper it for commercial application, such as data discretion, 

integrity, and accessibility. In this paper, we propose elected 

verifier provable data possession (DV-PDP). In public clouds, 

DV-PDP is a matter of critical importance when the client 

cannot execute the remote data possession checking. They 

study the DV-PDP system security model and utilize ECC-

based homomorphis m authenticator to design DV-PDP 

scheme. The scheme detached exclusive bilinear computing. 

Moreover in DV-PDP scheme, the Data storage Data Server is 

stateless and independent from verifier, which is an vital 

secure property in PDP schemes. Through security study and 

recital analysis, our scheme is demonstrable secure and high 

competence. In this work [6] D. Boneh, C. Gentry, and B. 

Waters Provable data possession (PDP) is a performance for 

ensuring the truthfulness of data in storage outsourcing. In this 

paper, the author address the construction of an efficient PDP 

scheme for d istributed Data storage to support the scalability 

of service and data migration, in which they consider the 

continuation of multiple Data service providers to 

cooperatively store and maintain the clients’ data. At hand a 

cooperative PDP (CPDP) scheme based on homomorphism 

confirmable response and hash index h ierarchy. They prove 

the security of our scheme based on mult i-prover zero-

knowledge proof system, which can satisfy completeness, 

knowledge soundness, and zero-knowledge properties. In 

addition, we coherent concert optimization mechanisms for 

our scheme and in met iculous present a competent method for 

selecting optimal parameter standards to min imize the totaling 

costs of clients and storage service providers. Our experiments 

show that our explanation introduces lower working out and 

communicat ion operating expense in comparison with non-

cooperative approaches. In this work [7] D. Boneh, A. Sahai, 

and B. Waters Provable data possession is a procedure for 

ensuring the integrity of data in outsourcing storeroom service. 

In this paper, they propose a cooperative verifiable data 

possession format in hybrid clouds to bear scalability of 

service and data migration, in  which they deem the existence 

of multiple Data service providers to cooperatively store up 

and sustain the clients’ data. Our experiments demonstrate that 

the verificat ion of their scheme requires a small, constant 

amount of overhead, which min imizes communication 

complication. In this work [8] D. Boneh and M. Naor many 

storage systems rely on imitation to augment the availability 

and durability of data on untrusted storage systems. At 

present, such storage systems provide no strong confirmation 

that multiple copies of the data are actually stored. Storage 

Data Servers can conspire to make it  look like they are storing 

many copies of the data, whereas in authenticity they only 

store a single copy. We address this shortcoming through 

multip le-rep lica attestable data possession (MR-PDP): A 

provably-secure scheme that allows a client that provisions 

replicas of a file in a storage system to authenticate through a 

challenge-response etiquette that each unique replica can be 

shaped at the time of the challenge and that the storage system 

uses t times the storage required to store a single replica. MR-

PDP extends previous work on data ownership proofs for a 

single copy of a file in a client/Data Server storage system. 

Using MR-PDP to lay up t replicas is computationally much 

more resourceful than using a single-replica PDP format to 

store t separate, dissimilar files (e.g., by encrypting each file 

separately prior to storing it ). Another benefit of MR-PDP is 

that it can generate further replicas on demand, at little  

expense, when some of the accessible rep licas fail. In this 

work [9] D. Boneh and A. Silverberg has planned cryptologic 

multilinear maps are terribly helpfu l in cryptography however 

their construction is one among the long-standing open 

drawback. Recently, 2 candidates of the cryptologic 

multilinear map are planned from p lan of the somewhat 

homomorphic secret writing theme. During this speak, they 

have a tendency to review the definit ion of cryptologic 

multilinear map  that starts with linear map with several 

attention-grabbing applications. They have a tendency to gift a 

summary of the planned 2 candidates for the mult ilinear map 

and compare their structures with the underlying somewhat 

homomorphic encryptions. In this work [13] C. Boyd and J. 

M. Gonzalez-Nieto has planned Minimizing quality of cluster 

key exchange (GKE) protocols is a crucial milestone towards 

their sensible preparation. A remarkab le approach to attain this 

goal is to alter the planning of GKE protocols by victimization 

generic building blocks. They have a tendency to investigate 

the chance of foundation GKE protocols supported a primit ive 

referred to as multi key encapsulation mechanism (mKEM) 

and describe blessings and limitations of this approach. 

especially, they have a tendency to show the way to style a 

one-round GKE protocol that satisfies the classical demand of 

attested key exchange (AKE) security, nonetheless while not 
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forward secrecy. As a result, they have a tendency to get the 

primary one-round GKE protocol secure within the customary 

model. In d istinction to previous models we have a tendency 

to show the way to model each outsider and business 

executive KCIR among the defin ition o f mutual 

authentication. Our analysis to boot implies that the business 

executive security compiler by Katz and Sh in from ACM CCS 

2005 may be wont to come through quite what's shown within 

the original work, particu larly each outsider and business 

executive KCIR. In this work [22] R. Dutta and R. Barua has 

planned the matter of expedit iously and safer broadcasting to a 

distant co-operative cluster happens in several recently rising 

networks. The foremost difficult in making such systems is to 

beat the issues of the doubtless restricted communication from 

the cluster to the sender, the un-avail of a totally sure key 

generation center, and therefore the dynamics of the sender. 

The current key  management paradigms can’t agitate this 

drawback effectively. During this paper, they have a 

circumvent these obstacles and fill this gap by proposing a 

unique key management paradigm. The new paradigm may be 

a hybrid of ancient broadcast secret writ ing and cluster key 

agreement. In such a system, every member maintains one 

public/secret key combine. Upon seeing the general public 

keys of the members, a distant sender will firmly broadcast to 

any supposed subgroup chosen in an  advert hoc method. Even 

though all the non-intended members interact, they can’t get 

any helpful info from the transmitted messages. Once the 

general public cluster secret writing key's extracted, both the 

Computation overhead and therefore the communication value 

ar freelance of the cluster size. Moreover, their theme 

facilitates straightforward  nonetheless economical member 

deletion/addition and versatile rekeying methods. Its sturdy 

security against Collusion, its constant overhead, and its 

implementation friendliness while not wishing on a totally 

sure authority render their Protocol is  really promising 

resolution to several applications. Centralized group key 

management is abstractly simple as it involves a single entity 

(or a s mall set of entit ies) that generates and distributes keys to 

group members via a pair-wise secure channel trustworthy 

with each  group member. We view federal group key 

management as unfortunate for secure peer group 

communicat ion, 

 

IV.  KEY AGREEMENT IN PEER GROUPS  

 

A number of group key management techniques have been 

proposed in the past. They generally fall into three categories: 

(1) centralized, (2) d is tributed, and (3) contributory. 

Centralized group key management is abstractly simple as it 

involves a single entity (or a s mall set of entities) that 

generates and distributes keys to group members via a pair-

wise secure channel trustworthy with each group member. We 

view federal group key management as unfortunate for secure 

peer group communication, 

 

V . DISTRIBUTED GROUP KEY MANAGEMENT 

 

It is more appropriate to peer group communication, especially 

over unreliab le networks. It involves energetically  selecting a 

group member that acts as a key distribution server. Although 

forceful, this approach has a prominent drawback in that it 

requires a key server to continue long-term pair-wise secure 

channels with all current group members in order to hand out 

group keys. Some schemes acquire advantage of data 

structures to diminish the number of encryption and messages 

that must be generated when the key changes. When a new 

key server is preferred all these data structures also require to 

be recreated.  

 

VI.CONTRIBUTORY GROUP  KEY AGREEMENT 

 

It  requires every g roup member to contribute an equal share 

to the common group secret, computed as a function of all 

members’ contributions. These protocols are appropriate for 

dynamic peer groups. This approach avoids the problems with 

the single point(s) of trust and failure.   

 

VII. GROUP KEY MANAGEMENT 

 

As noted above, the focal point of this work is on the concert 

of group key management protocols for jo int peer groups. 

Therefore, we trust only distributed key distribution and 

contributory key agreement protocols. In looking at the 

existing protocols, we are anxious mostly with the cost 

(performance) of the types of group key management 

operations that happen most often. At the first g lance, it might 

become visib le that a typical collaborative group scenario is as 

follows: a group forms, functions for some t ime, and then 

dissolves itself. If this were true, we would only need to 

consider the act of the initial key agreement leading to the 

group’s formation. Moreover, performance would not be of 

great concern because the protocol would be invoked only 

once or very rarely in order to rekey the group. However, a  

typical two-way group is formed incrementally and its 

population can transform throughout its lifetime due moreover 

to members join ing and parting or to network connectivity 

changes. 

 

VIII.  PROPOS ED METHODOLOGY 

 

The Efficient IBE on Multi secure computing storage key 

Agreement fo r Large and Dynamic Peer Mult i secure 

computing communication provides an efficient way of  Multi 

secure computing communication key Agreement in terms of 

Scalability and Authenticity between the Sub multi secure 

computing communicat ion members and to other multi secure 

computing communicat ion members in  the network. The 

Existing system have the drawbacks such as the Multi secure 

computing communicat ion Controller takes all responsibilities 

of IBE on Multi secure computing storage Key Generation, re 

keys generation, message transmission to its sub mult i secure 

computing communication  members and also to any other 

multi secure computing communication  controllers. So lot of 

bottleneck’s to the group controller in the sub group. 

Efficiently  managing the group key is a difficult  problem for 

large dynamic groups. Each time a member is added to or 

evicted from the communication group, the g roup key must be 

refreshed. The members in the group must be able to compute 

the new group key efficiently, at the same time forward and 

backward secrecy must be guaranteed. Because the group 

rekeying is very consumptive and frequently performed due to 

multi-secure computing communication, the way to update it 

in a scalable and secure fashion is required.  

 

X. CONCLUS ION 

 

We studied a group key agreement problem, where a user is 

only aware of h is neighbors while the connectivity graph is 

arbitrary. In addition, users are initialized completely 

independent of each other. A group key agreement in this 

setting is very suitable for applications such as social 

networks. We constructed two passively secure protocols with 
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contributiveness and proved lower bounds on a round 

complexity, demonstrating that our protocols are round 

efficient. Finally, we constructed an actively secure protocol 

from a passively secure one.  
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